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1 INTRODUCTION TO MYGINNIEMAE 

Ginnie Mae is modernizing its Securitization Platform technology, processes, and related policies in response to the 

growing need for increased transparency and improved service delivery to its Issuers and Investors.  Ginnie Mae has 

already successfully developed a single gateway to Ginnie Maeôs systems, applications, and resources through a Portal 

called MyGinnieMae.  MyGinnieMae will eventually replace the Ginnie Mae Enterprise Portalðmore commonly known as 

GMEP 1.0ðand will serve as a primary platform for extending information technology capabilities to the Ginnie Mae 

community.  MyGinnieMae delivers features that specifically address the business constraints, security concerns, and 

compliance issues that hinder GMEP 1.0 today. 

MyGinnieMae provides security controls that adhere to the Federal Information Security Management Act of 2002 (FISMA) 

and Federal Identity, Credential, and Access Management (FICAM) implementation guidance.  It serves as the centralized 

security control for Ginnie Mae portals and applications, as well as providing identity management for its users.  It also 

provides users with an industry-standard secure method for access to client portals and integrated applications. 

The MyGinnieMae Portal includes multi-factor authentication to improve security and reduce identity administration costs.  

It will also connect to applications as defined in the application prioritization briefing to include enabling federated Single 

Sign-On to GMEP 1.0 and GinnieNET. 

Among the benefits provided to Ginnie Mae stakeholders are: 

¶ Improved cyber security operations by reduced reliance on basic username and password, thus aligning more 

closely to Federal Identity, Credentials, and Access Management (FICAM) and The National Institute of Standards 

and Technology (NIST) compliant Single Sign-On and multi-factor authentication schemes. 

¶ Reduced technology operational expenses by a fully automated new user registration process and user self-

service capabilities like password reset, application access requests, and delegated account administration. 

¶ Improved technology governance and compliance capabilities such as automated role management, Segregation 

of Duties (SoD) monitoring, and centralized audit reports. 

1.1 Portal Overview 

MyGinnieMae provides the following security and business features: 

¶ Tailored, functional role-based landing pages called My Dashboard. 

¶ One central access point to all Ginnie Mae business applications including Single Sign-On (SSO) to GMEP 1.0 

and GinnieNET.  

¶ Marquee and Event Calendar to communicate important announcements and events happening at Ginnie Mae. 

¶ Enterprise social capabilities that promote collaboration and networking, including Discussion Forums, 

Messaging, RSS Feeds, Activity Feeds, and the collection of user feedback. 

¶ Search Capabilities for MyGinnieMae content such as documents, people profiles, and discussion forums. 

¶ Productivity Widgets: 
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o Notepad: Create and manage personal notes.  Notes are user specific. 

o Task List: Create and manage task lists and list items.  Set reminders on the list items. 

o Ginnie Mae Calendar of Events: View and receive notifications on upcoming Ginnie Mae events. 

¶ Application Access Controls: Utilizes Functional Roles to enforce Portal access security for all users and 

systems.  MyGinnieMae provides a means to associate authenticated system users with applicable rights and 

privileges within the Portal and associated application programs. 

¶ Web-Based Self-Service Interface: Provides self-service password management capabilities through a 

standard web-based interface. 

¶ Audit Support: Provides relevant reports and email notifications for Ginnie Mae business users to enable 

transparency across the organization.  For Organization Administrators, MyGinnieMae provides reports reflecting 

user access, workflow request/approval details, and account status. 

¶ Invitation Model: Automates the user registration process through an invitation model.  Registration must be 

completed before being granted access to the system. 

¶ Portal Capabilities: Provides a central access point to all Ginnie Mae business applications including Single 

Sign-On (SSO) to GMEP 1.0 and GinnieNET.  Includes communications via the Marquee, Event Calendar, and 

messaging from Ginnie Mae Account Executives, instructional materials, and notes and tasks/lists feature for 

capturing action items and/or reminders for Ginnie Mae business activities. 

¶ Multi-Factor Authentication via One-Time PIN (OTP): Provides an additional level of security for access to 

Ginnie Mae business applications through a single use password received via email. Users also have the option 

to receive the OTP via Oracle Mobile Authenticator (OMA) app. 

1.2 Security Protocols 

1.2.1 Multi-Factor Authentication 

MyGinnieMae requires a strong authentication system to meet FFIEC (Federal Financial Institutions Examination Council) 

and FISMA requirements.  MyGinnieMae ensures that the appropriate security controls and context are established prior 

to conducting business.  This approach allows Ginnie Mae to maintain an access management system that complies with 

Federal guidelines and security controls that align with leading industry security capabilities to reduce fraud, replay attacks, 

and phishing.  MyGinnieMae is designed and configured to enable strong authentication through its Multi-Factor 

Authentication (MFA) service. 

When accessing secured applications and information in the Portal, a single use password called a One-Time PIN (OTP) 

provides an added level of security.  This can be an eight-digit code, valid for 10 minutes that is sent to the userôs email 

address or it six-digit code, valid for 30 seconds that is received on the userôs smart device via the Oracle Mobile 

Authenticator (OMA) app. Users are required to enter the OTP each time they login. 

1.2.2 New Enterprise ID and Single Sign-On 

MyGinnieMae is accessed via a single enterprise ID or username.  This new enterprise ID is the userôs corporate email 

address, which must be unique, and serves as the login for personalized credentials set up during registration.  Once the 

account has been granted access to various applications, Single Sign-On (SSO) provides secure and seamless navigation 

to those applications without the need to maintain and re-enter credentials for multiple GMEP 1.0 accounts or GinnieNET. 
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1.2.3 Using SecurID Token within Applications 

There is no change to the usage of SecurID authentication practices for transaction submissions.  After a userôs account 

has been created in MyGinnieMae and access is provisioned, their new MyGinnieMae enterprise ID (corporate email 

account) and associated GMEP 1.0 accounts are associated to their existing SecurID Token. 

1.2.4 Automatic Logout 

The Portal Session Timeout timer is a security feature that automatically logs the user out after 20 minutes of inactivity 

while also indicating how much time is left before the session times out.  The session timer will automatically extend when 

the user: 

¶ Manually refreshes the page, 

¶ Selects on the Extend button to extend the session, or 

¶ Navigates from page to page within the Portal. 

To reveal the Portal Session Timeout timer, select the    lock icon in the top right corner of the page. 

 

Figure 1  Portal Session Timeout Timer 

NOTE: For security reasons, always log out after finishing a session and before closing the browser.  Select the ñLog Outò 

button to log out of the session. 

1.2.5 Overview of Self-Service Functionalities 

The following self-service functionalities are included for accurate and efficient management of user account information 

and security: 

¶ Managing user profile information; 

¶ Changing passwords; and 

¶ Resetting expired or forgotten passwords. 

1.2.6 Authorized Use / Permission 

Before being granted access to the MyGinnieMae Portal, the user must complete the registration process.  Privileged 

users called Organization Administrators, formerly known as Security Officers and Enrollment Administrators, facilitate 

the registration and access provisioning process within each organization.  The Organization Administrator will register 

the account and, once registered, will arrange access for the account.  See Section: Creating a User Account for more 

information on the user registration process. 

The following table lists the various administrative user types and the responsibility/description for each user type within 

MyGinnieMae.  As noted above, each organization must maintain at least two Organization Administrators. 
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User Type Responsibility / Description 

Operations Administrator  

(Ops Admin) 

Operations Administrators have general oversight of the Portal.  They can only provide final 

acknowledgement of access requests and cannot make any changes to end user accounts.  Refer 

to Section: Getting Help for more information on the role of Operations Administrators. 

Organization Administrator  

(Org Admin) 

Organization Administrators have the privilege to invite end users to register for a Portal 

account, approve user registration, initiate access request via Functional Role assignments to 

users, and approve the access request within a single organization. 

NOTE: Separation of duties within the registration and access request workflows do not allow 

the Organization Administrator to initiate a registration and approve that same registration or 

request access via Functional Role assignment and approve that same access request.  A 

minimum of two Organization Administrators is therefore required.  From an operational 

perspective, it is recommended that an organization have more than the minimum of two 

Organization Administrators. 

End User End Users are Ginnie Mae employees, business partners, and contractors who require access to 

the business applications and information within the Portal, including various self-service 

functions. 

Table 1  MyGinnieMae Responsibilities 
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2 SYSTEM PREREQUISITES 

The Organization Administrator must be an authorized signer listed on the relevant Form HUD-11702 (Resolution of Board 

of Directors and Certificate of Authorized Signatures) found on the MBS Guide: Forms website. In order to set up an 

Organization Administrator account in MyGinnieMae, the Operations Administrator team must initiate the registration 

process and assign the proper roles to the new Organization Administrator.  

As an added level of security, each unique organization must have at least two Organization Administrators.  To complete 

registration and access approvals, one Organization Administrator will submit requests and the other Organization 

Administrator will approve requests. 

2.1 Compatibility Settings 

MyGinnieMae can be accessed using one of the following supported web browsersðGoogle Chrome 42+, Internet 

Explorer 11.x, and Mozilla Firefox 31+. Google Chrome has resulted in fewer errors for Portal users.  However, some 

functions in the legacy systems, GMEP 1.0 and GinnieNET, may still require the use of Internet Explorer. If using IE, 

ensure browser is up to-date; validate with your System Admin before selecting one of the download links 32-bit system 

/ 64-bit system. 

NOTE: You must disable the browserôs pop-up blocker prior to accessing MyGinnieMae.   

NOTE: Screens with a resolution greater than 1920X1080 (23") may render differently than images shown in this 

manual.  

To access MyGinnieMae via Internet Explorer, the user may need to disable the browser compatibility settings as follows: 

1. Open Internet Explorer. 

2. Select the ñToolsò icon. 

3. Select ñCompatibility View Setting.ò 

4. Make sure the ñDisplay intranet sites in Compatibility Viewò option is not checked. 

5. Select ñCloseò to continue. 

 

Figure 2  Compatibility View Settings 

https://www.ginniemae.gov/issuers/program_guidelines/Pages/FormsQuickLinks.aspx
https://www.microsoft.com/en-us/download/confirmation.aspx?id=45134
https://www.microsoft.com/en-us/download/confirmation.aspx?id=45154
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2.1.1 Support TLS 1.2 

If using Internet Explorer, the user must set up the browser to support TLS 1.2. (This supersedes SSL 2.0, SSL 3.0, TLS 

1.0, and TLS 1.1.).  The user may need to adjust the user interface as follows: 

1. Select ñToolsò from the menu bar. 

2. Select ñInternet Options.ò 

3. Select the ñAdvancedò tab. 

4. From the "Settings" menu, scroll down to the "Security" leaf and select the checkbox to enable "Use TLS 1.2.ò 

5. Select ñApplyò to save the update. 

6. Select ñOKò to close the window. 

 

Figure 3  Use TLS 1.2 

NOTE: Chrome and Firefox provide support for TLS 1.2 by default within their current releases.  The setting is not user-

adjustable through the standard user interface. 

2.1.2 Accessing Video Files 

When attempting to access a video file stored in MyGinnieMae, the user must download the file before opening it to play 

within Windows Media Player.  Follow these steps if Internet Explorer is the default web browser. 

1. To download a file shared via a link within a message or email, right-click the file link. 

 

Figure 4  Download File 

2. Select ñSave target as...ò to initiate the download. 

3. Specify a file location and select ñSave.ò 

4. Select ñOpenò from the action prompt to view the fileôs content. 
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If the user is not currently logged into MyGinnieMae, the user will be prompted for their credentials in order to initiate the 

download. 

NOTE: Chrome and Firefox automatically prompt users to download before playing video files. 

2.2 Prerequisites to Accessing MyGinnieMae Portal 

Before being granted access to the MyGinnieMae Portal, the user must complete the registration process.  Privileged 

users called Organization Administrators, formerly known as Security Officers and Enrollment Administrators, facilitate 

the registration and access provisioning process within each organization.  The Organization Administrator will register 

the account and, once registered, will arrange access for the account.  See Section: Creating a User Account for more 

information on the user registration process. 

2.3 Functional Roles 

In MyGinnieMae, users are provided access based on their business activities which are organized into meaningful access 

profiles called Functional Roles.  Use of Functional Roles ensures users have appropriate level of access in relation to 

their job functions/responsibilities, enforces the ñleast privilege principle,ò and makes the account provisioning/de-

provisioning actions easier for Organization Administrators.  These roles are grouped and vary by type (Single-Family, 

Multifamily, HECM, etc.) as summarized in the Functional Roles tables below.  For more detail, refer to Section: Functional 

Roles. 

Functional Roles are based upon general responsibilities for a specific position which a user may share with other users.  

If a user sees a link that may not be applicable to their specific role, the user should contact their Organization 

Administrator for assistance.  If a user is an Organization Administrator who also performs business functions, Functional 

Roles must be added to that user profile in addition to the Organization Administrator access.  The following portal users 

can have customized Functional Roles: 

¶ Issuers (such as Single-Family, Multifamily, HECM) 

¶ Subservicers 

¶ Document Custodians 

¶ Depositors 

¶ Agents 

¶ Operations 

¶ Ginnie Mae 

 

Functional Role Name Functional Role Description       

SF-Post-Closing User Access to review collateral, obtain loan insurance, forward initial and trailing documents to a 

Document Custodian. 

SF-Loan Delivery and Pooling 

Basic User 

Upload/enter pool and loan information for delivery; verify availability of Commitment 

Authority; clear document deficiencies and pooling exceptions; access to prepare but not 

execute PIIT/TAI transactions. 
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Functional Role Name Functional Role Description       

SF-Loan Delivery and Pooling 

Authorized Signer 

Only for HUD 11702 signatories.  All rights of a Loan Delivery and Pooling Basic User, plus 

authority to submit pools for issuance and request additional Commitment Authority and 

execute PIIT/TAI transactions. 

SF-Investor Reporting Basic 

User 

Submit monthly pool and loan level accounting data; submit quarterly custodial account 

verification data; review monthly remittance information; review monthly reporting exception 

feedback and errors. 

SF-Investor Reporting 

Authorized Signer 

Only for HUD 11702 signatories.  All rights of an Investor Reporting Basic User, plus authority 

to certify the monthly pool and loan accounting report and submit edits needed to clear 

exception feedback and monthly reporting errors. 

SF-Compliance and Oversight 

User 

Review portfolio servicing and investor reporting metrics and reports; oversee subservicer 

performance when applicable. 

SF-Bulk Transfers Authorized 

Signer 

Initiate, manage, and accept bulk transfer transactions; initiate and coordinate transfers of 

collateral files with transferee and transferor Issuers or Document Custodians. 

SF-Collateral Management 

Authorized Signer 

Process releases of collateral from the Document Custodian in accordance with servicing 

obligations (HUD-11708 Releases). 

SF-Agency Relationship User Access reports containing portfolio performance and liquidity metrics; receive targeted Ginnie 

Mae communications for individuals responsible for managing agency relationships. 

SF-Processing Master 

Agreements Authorized Signer 

Only for HUD 11702 signatories.  Edit, submit, and certify Master Agreement documents and 

data required by Ginnie Mae. 

SF-Financial Statements User  Submit annual audited financial statements for review by Ginnie Mae's IPA. 

SF-Special Loans User Upload and process SCRA reimbursement requests. 

Table 2  Single-Family Functional Roles Summary 

 

Functional Role Name Functional Role Description 

MF-Loan Delivery and Pooling 

Basic User 

Upload/enter pool and loan information for delivery; verify availability of Commitment 

Authority; clear document deficiencies and pooling exceptions; access to prepare but not 

execute PIIT/TAI transactions. 

MF-Loan Delivery and Pooling 

Authorized Signer 

Only for HUD 11702 signatories.  All rights of a Loan Delivery and Pooling Basic User, plus 

authority to submit pools for issuance and request additional Commitment Authority and 

execute PIIT/TAI transactions. 
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Functional Role Name Functional Role Description 

MF-Investor Reporting Basic 

User 

Submit monthly pool and loan level accounting data; submit quarterly custodial account 

verification data; review monthly remittance information, review monthly reporting exception 

feedback and errors. 

MF-Investor Reporting 

Authorized Signer 

Only for HUD 11702 signatories.  All rights of an Investor Reporting Basic User, plus authority 

to certify the monthly pool and loan accounting report and submit edits needed to clear 

exception feedback and monthly reporting errors. 

MF-Compliance and Oversight 

User 

Review portfolio servicing and investor reporting metrics and reports; oversee subservicer 

performance when applicable. 

MF-Master Agreements 

Authorized Signer 

Only for HUD 11702 signatories.  Edit, submit, and certify Master Agreement documents and 

data required by Ginnie Mae. 

MF-Financial Statements User Submit annual audited financial statements for review by Ginnie Mae's IPA. 

MF-Transfers Authorized Signer Initiate, manage and accept bulk transfer transactions; Initiate and coordinate transfers of 

collateral files with transferee and transferor Issuers or Document Custodians. 

Table 3  Multifamily Functional Roles Summary 

 

Functional Role Name Functional Role Description 

HECM-Post-Closing User Access to review collateral, obtain loan insurance, forward initial and trailing documents to a 

Document Custodian. 

HECM-Loan Delivery and 

Pooling Basic User 

Upload/enter pool, loan, and participation data into GinnieNET; verify available Commitment 

Authority and clear document and/or GinnieNET pooling exceptions.  Basic user cannot 

finalize transactions or submissions. 

HECM-Loan Delivery and 

Authorized Signer 

Upload/enter pool, loan, and participation data into GinnieNET; verify available Commitment 

Authority and clear document and/or GinnieNET pooling exceptions.  Authority to finalize or 

execute business transactions with Ginnie Mae (HUD-11702 Signers), including the authority 

submit requests for additional commitment authority as needed and to submit pools for 

issuance. 

HECM-Investor Reporting Basic 

User 

Submit the monthly pool, loan, and participation data; submit the custodial account 

verification data; review monthly remittance information and reporting exception feedback 

and errors.  Ability to track loans approaching 98% of MCA (Maximum Claim Amount) to 

identify if loans need to be bought out, and coordinate participation agent for assurance that 

all participations in other pools are bought out accordingly. 
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Functional Role Name Functional Role Description 

HECM-Investor Reporting 

Authorized Signer 

Submit the monthly pool, loan, and participation data; submit the custodial account 

verification data; review monthly remittance information and reporting exception feedback 

and errors.  Ability to track loans approaching 98% of MCA (Maximum Claim Amount) to 

identify if loans need to be bought out, and coordinate participation agent for assurance that 

all participations in other pools are bought out accordingly.  Including the authority to submit 

requests for additional commitment authority as needed and to submit pools for issuance. 

HECM-Compliance and 

Oversight User 

Review portfolio servicing and investor reporting metrics and reports; oversee subservicer 

performance when applicable. 

HECM-Bulk Transfers 

Authorized Signer 

Initiate, manage and accept bulk transfer transactions; initiate and coordinate transfers of 

collateral files with transferee and transferor Issuers or Document Custodians. 

HECM-Collateral Management 

Authorized Signer 

Process releases of collateral from the Document Custodian in accordance with servicing 

obligations (HUD-11708 Releases). 

HECM-Agency Relationship 

User 

Access reports containing portfolio performance and liquidity metrics; receive targeted Ginnie 

Mae communications for individual responsible for managing agency relationships. 

HECM-Processing Master 

Agreements Authorized Signer 

Only for HUD 11702 signatories.  Edit, submit, and certify Master Agreement documents and 

data required by Ginnie Mae. 

HECM-Financial Statements 

User 

Submit annual audited financial statements for review by Ginnie Mae's IPA. 

HECM-Special Loans User Upload and process SCRA reimbursement requests. 

HECM-Participation Agent Third Party participation agent who performs all monitoring and accounting activities related 

to pooled Participations on behalf of a HECM Issuer. 

Table 4  HECM Functional Roles Summary 

 

Functional Role Name Functional Role Description 

SS-Investor Reporting Basic 

User 

Submit monthly pool and loan level accounting data; submit quarterly custodial account 

verification data; review monthly remittance information, review monthly reporting exception 

feedback and errors. 

SS-Investor Reporting 

Authorized Signer 

Only for HUD 11702 signatories.  All rights of an Investor Reporting Basic User, plus authority 

to certify the monthly pool and loan accounting report and submit edits needed to clear 

exception feedback and monthly reporting errors. 
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Functional Role Name Functional Role Description 

SS-Compliance and Oversight 

User 

Review portfolio servicing and investor reporting metrics and reports; oversee subservicer 

performance when applicable. 

SS-Special Loans User Upload and process SCRA reimbursement requests. 

Table 5  Subservicer Functional Roles Summary 

 

Functional Role Name Functional Role Description 

DC-Pool Certification Basic User View Schedule of Pooled Mortgages submitted; review pool and loan files for compliance with 

Ginnie Mae pool certification standards.  Cannot certify pools or loan packages. 

DC-Pool Certification and 

Collateral Release Management 

Authorized Signer 

Only for HUD 11702 Signatories.  All the rights of a Pool Certification Basic User, plus authority 

to submit initial certification, final certification, and recertification; authority to process 

releases of pool and/or loan files electronically via Ginnie Mae systems. 

DC-Management and Oversight Oversee document review and pool certification procedures; access and submit the Master 

Agreement documents and data as required by Ginnie Mae; serve as an Organization 

Administrator for My Ginnie Mae. 

DC-Transfer Specialist Monitor and manage pool transfer activities to ensure successful relocation of collateral files. 

Table 6  Document Custodian Functional Roles Summary 

2.4 Contingencies and Alternate Modes of Operation 

The MyGinnieMae Information System (IS) Contingency Plan exists to ensure resumption of time-sensitive operations 

and services in the event of an emergency and/or disaster (fire, power or communications blackout, tornado, hurricane, 

flood, earthquake, civil disturbance, etc.).  The MyGinnieMae Contingency Plan applies to the functions, operations, and 

resources necessary to restore and resume operations applicable to MyGinnieMae. 

Full Plan activation occurs in the event of a major system failure.  At that time, the system fails over to the alternate 

processing site.  Users of the system are notified in accordance with standard IT Operations notification ï first that full 

plan activation is in progress, and again when activation is complete.  In addition, Ginnie Mae Customer Support is 

provided with regular system status updates. 

If there is a minor system failure or a planned outage, related outage information including start time, end time, and 

estimated duration is posted to the MyGinnieMae Portal Public Landing Page.  Ginnie Mae is notified, and a message is 

provided to Ginnie Mae Customer Support for assisting users when they call.  This notification is provided a week in 

advance for planned outages such as a Disaster Recovery exercise. 

If users observe any security related abnormal behavior in MyGinnieMae, they must report the observation to the Pool 

Processing Agent (PPA) by contacting Ginnie Mae Customer Support . 

  

https://my.ginniemae.gov/webcenter/portal/public?_afrLoop=2833672118998710#!%40%40%3F_afrLoop%3D2833672118998710%26_adf.ctrl-state%3Dxnzzkvb2t_4
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3 GETTING STARTED 

The following sections include detailed information on the process for requesting a MyGinnieMae user account and 

functional roles to access business applications, as well as step-by-step instructions on how to log into the portal, navigate 

its security features, like One-Time PIN and manage your account, including changing and resetting your password.  

3.1 Creating a User Account 

The MyGinnieMae Account Management Console (AMC) is a self-service user registration process which collects, 

verifies, and creates a new user account.  It provides a single identity enabling users to access the portal and the business 

applications that reside within the portal.  This process automates user account creation and access request provisioning 

and provides an audit history of user access. 

The following conditions must be met for user registration and access provisioning to be completed successfully: 

¶ The invitation has been sent to an end userôs organization business email address five or fewer times. 

¶ The individual must be employed by an organization which has been on-boarded and authorized to do business with Ginnie 

Mae. 

¶ The participant organization approves of their employee being granted access to Ginnie Maeôs systems. 

¶ The participant organization approves the level of access requested for the user. 

¶ Operations agrees with the level of access requested. 

An email with a link to register for MyGinnieMae is sent only after the Organization Administrator submits an invitation to 

register. 

NOTE: Platinum Application users have a different registration process.  For more information, refer to Section: Platinum 

Pool Processing.  

 

Figure 5  MyGinnieMae Onboarding Workflow 
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3.2 Registration Email Invitation 

3.2.1 Required User Information 

1. Navigate to the unique registration link in the MyGinnieMae registration email.  

NOTE: The link is only active for 24 hours.  

 

Figure 6  MyGinnieMae Registration Email 

 

2. Fill out the following fields on the New User Registration Form: 

¶ Work Phone Number (be in the (555) 555-5555 format, and cannot begin with a 1 or a 0.) 

¶ Mobile Phone Number (optional)  

¶ Title 

¶ Password 

¶ Confirm Password 

¶ RSA Token Serial Number (if applicable) 

   

Figure 7   New User Registration 

donotreply_access@ginniemae.gov 
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NOTE: Make sure the password meets the following password policy requirements: 

¶ Must not match or contain the userôs first name 

¶ Must not match or contain the userôs last name 

¶ Must not be longer than 20 characters 

¶ Must be at least 8 characters long 

¶ Must contain at least 2 alphabetic character(s) 

¶ Must contain at least 1 numeric character 

¶ Must contain at least 3 alphanumeric character(s) 

¶ Must contain at least 1 special character 

¶ Must contain at least 1 uppercase letter 

¶ Must contain at least 1 lowercase letter 

¶ Must not match or contain user ID 

¶ Must not be one of 24 previous passwords 

¶ Any particular character in the password must not be repeated more than 2 time(s) 

 

3. Select the ñI agree with the Terms and Conditionsò link or checkbox.   

a. When the message box displays, review the text, scroll to the bottom, and  Yes (Agree). 

b. The ñI agree with the Terms and Conditionsò checkbox is now checked. 

 

Figure 8  Rules of Behavior 

 

4. Select the ñI accept the privacy policyò link or checkbox.   

a. When the message box displays, select the ñGinnie Mae Privacy Policyò link  

b. Review the text and select Yes.   

 

Figure 9  Privacy Policy 

 

5. Once the Privacy Policy and Terms and Conditions have been accepted, select Finish. 
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Figure 10  New User Registration Form ï Completed 

 

6. A message will display confirming that the form was submitted successfully and is awaiting approval by the 

Organization Administrator.  

   

 

Figure 11  Registration Request Complete 

 

7. Once the request is approved and access is granted, both a Welcome Email and New Functional Role Assignment 

Email will be sent to the email address sent and the portal can be accessed using the enterprise ID (email address) 

and password. 

NOTE: In the event users login to the portal before functional roles are assigned, they will not yet be able to view My 

Dashboard or access business applications 
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Figure 12  Welcome Email 

 

Figure 13 New Functional Role Assignment Email 

 

3.2.2 Expiration of Email Invitation 

A registration link is active for only 24 hours.  Contact the Organization Administrator should there be any questions or 

issues with the access and registration process. If the Organization Administrator has questions, contact Ginnie Mae 

Customer Support. 

3.2.3 Invitation Limits 

If an invitation has already been sent to the email address a total of five times, the email address will be flagged, and the 

Organization Administrator will not be able to send another request.  In order to send another invitation, contact Ginnie 

Mae Customer Support. 

3.3 Requesting Functional Roles for My User Account 

Functional Roles have been introduced to combine existing Ginnie Mae business systems/applications access roles from 

GMEP 1.0 and GinnieNET into meaningful access profiles.  Use of Functional Roles ensures users have the appropriate 

level of access in relation to their job functions/responsibilities, enforces the ñleast privilege principle,ò and makes the 

account provisioning/de-provisioning actions easier for Organization Administrators.  These roles are grouped and vary 

by type (Single Family, Multi-Family, HECM, etc.).  For details on functional roles, refer to Appendix: Functional Roles. 

Contact the Organization Administrator to ensure access to the appropriate Functional Roles for the userôs MyGinnieMae 

account. 

donotreply_access@ginniemae.gov 
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3.4 Accessing the One-Time PIN (OTP) via Smart Device 

In addition to email delivery, portal users will have the option to receive their OTP via Oracle Mobile Authenticator (OMA) 

which offers ease of delivery and enables users to securely verify their identity by using their smart device as an 

authentication factor.  The mobile authenticator OTP is a six-digit code and will be valid for 30 seconds. 

For the instructions on how to download and sync the OMA App with your MyGinnieMae account, follow these steps: 

1.  From a computer, log in to MyGinnieMae via https://my.ginniemae.gov 

a. Enter Username 

b. Enter Password 

c. Select LOGIN 

2. The system will direct to the Multi-Factor Authentication Page 

a. Select the link for Oracle Mobile Autheniticator Instructions on the left side of the page 

b. This will open the OMA Instructions with QR Code so you can register with OMA 

 

Figure 14 Multi-Factor Authentication Page 

NOTE: Alternatively, you can access the Oracle Mobile Autheniticator Instructions using your smart device. This page is 

accessible either via a link in the Welcome Email received upon registration approval, via a link on the Multi-Factor 

Authentication page with the OTP prompt, or by directly accessing https://my.ginniemae.gov/gnma/oma.html.  

 

3.4.1 Register with the Oracle Mobile Authenticator 

To register with the Oracle Mobile Authenticator App, follow these steps: 

1. If you do not already have OMA installed on your smart device,  

a. Go to Google Play Store (Android) or Apple App Store (iPhone) 

b. Download the Oracle Mobile Authenticator 

 

Figure 15 The Oracle Mobile Authenticator Icon 

https://my.ginniemae.gov/
https://my.ginniemae.gov/gnma/oma.html
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2. Once downloaded,  

a. Open the Oracle Mobile Authenticator App  

b. Select the + button on the bottom of the display or the Add Account button, if you are a first-time user. This 

will launch the camera on your smart device.  

            

Figure 16 (Left) Oracle Mobile Authenticator (OMA) no prior accounts (Center) OMA List View (Right) OMA Grid View 

3. Use your smart device to Scan the QR Code found in the OMA Instructions with QR Code on your computer  

  

Figure 17 OMA Instructions with QR Code 

 

a. Use your MyGinnieMae credentials to, Enter your Username  

b. Enter Password  
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c. Select Sign In 

 

Figure 18 Oracle Mobile Authenticator Login 

NOTE: If you attempt to re-register the OMA with your MyGinnieMae account on the same device after having de-

registered the account, you will be prompted to either ñCreate a New Accountò, ñOverwriteò, or ñCancelò. The user should 

select ñOverwriteò. If you select ñCancelò, you will have to de-register your device and re-register again in order to user 

the Oracle Mobile Authenticator. If you select ñCreate New Accountò, the account must be saved with a unique name, 

different from your previous registration.  

NOTE: The MyGinnieMae account may only be connected to one smart device. If you attempt to register OMA with a 

MyGinnieMae account that is already registered, either on the same device or a different device, you will be prompted 

with the following error message after entering credentials. 

 

Figure 19 Oracle Mobile Authenticator Error for Already Registered Accounts 

4. On your next login to MyGinnieMae, you will be given the option to receive either One Time Pin through Email or One 

Time Pin from Oracle Mobile Authenticator as shown below: 

  

Figure 20 Multi-Factor Authentication Page - Choose Preferred OTP Method  
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NOTE: If you attempt to register with the Oracle Mobile Authenticator and your MyGinnieMae account is disabled, or 

you enter your credentials incorrectly, the following error message is displayed. 

 

Figure 21 Disabled User / Invalid Credentials Error 

3.4.2 De-register with the Oracle Mobile Authenticator 

A user may need to de-register their smart device if they replace their current device with a new one, if they delete and 

re-download the Oracle Mobile Authenticator, or if they no longer wish to see OTP generated by the Oracle Mobile 

Authenticator as an option. To de-register a smart device, follow these steps: 

5. Follow the instructions for Logging into MyGinnieMae 

6. From My Dashboard, select the user avatar or initials from the Global Header at the top of the page 

 

Figure 22 Edit My Profile 

7. Select Edit My Profile  

8. Select the Account tab 

9. Select Change Security Settings 
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Figure 23 User's Profile Account Tab 

10. On the Change Password Page, select De-register 

 

Figure 24 Change Password Page 

11. Select Confirm in the Confirmation window. 

 

Figure 25 De-registration Confirmation Window 

 

 

 

 




































































































